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IN THE CLAIMS : 

1. (Currently Amended) A reception apparatus which receives scrambled content, 
and reproduces the scrambled content in a normal reproduction mode and in a particular 
reproduction mode , comprising: 

reception means for receiving the scrambled content and storage information , 
5 wherein (a) the scrambled content is a content which has been scrambled so that a predetermined 
unit of scrambled cont e nt, which is a portion of the scrambled cont e nt, is descrambled using a 
descrambling k e y corresponding to the pr e determined unit of scrambl e d content, and at least one 
piece of storage information in which a list of d e scrambling key s including all descrambling keys 
to be used for descrambling th e scrambl e d cont e nt and descrambling k e y id e ntifiers that id e ntify 
10 the descrambling keys r e spectively and are used to id e ntify a d e scrambling key corresponding to 
th e pr e d e t e rmin e d unit of scrambl e d content in both a normal r e production mode that includes a 
play mode, and a particular r e production mode that includes a fast forward mode is e mbedded, in 
units of frames so that the frames can be descrambled using descrambling keys that respectively 
correspond to each of the frames, and (b) the storage information includes a list of the 
15 descrambling keys which includes all of the descrambling keys; 

from th e list of d e scrambling k e ys, a first group of descrambling keys b e ing 
extract e d in the normal reproduction mod e , and a second group of descrambling keys being 
extracted in the particular r e production mode; 

storage means for storing the received scrambled content and the storage 

20 information; 



42478.6800\PRICEJ\IRV\516615 



2 



Patent 
42478-6800 

list extraction means for extracting the list of descrambling keys from the stored 
storage information; 

descramble processing means for descrambling the scrambled content; and -fa4 
extracting the pr e determin e d unit of scrambled cont e nt from the stored scrambled content 

25 sequentially if in the normal reproduction mode to obtain a first group of scrambled content 
made of a plurality of portions of the scrambled content, or to obtain a second group of scramble 
content mad e of a plurality of portions of the scrambl e d content in an order different from th e 
normal r e production mod e if in the particular r e production mode (b) i) in the normal 
r e production mod e , sp e cifying and e xtracting, using the descrambling k e y identifiers, th e first 

30 group of descrambling keys and descrambling each portion of the scrambled cont e nt in the first 
group of scrambl e d content with use of a corr e sponding on e of th e first group of descrambling 
k e ys ther e b y obtaining a first group of content mad e of a plurality of portions of content, and ii) 
in the partic ular reproduction mod e , specifying and e xtracting, using th e d e scrambling k e y 
id e ntifiers, th e s e cond group of descrambling keys and d e scrambling e ach portion of the 

35 scrambl e cont e nt in the s e cond group of scrambl e d cont e nt with use of a corresponding one of 
th e second group of d e scrambling keys th e reby obtaining a second group of content made of a 
plurality of portions of content; and 

reproduction means for reproducing the descrambled content, wherein first group 
of content in th e normal reproduction mode and reproducing th e second group of cont e nt in the 

40 particular reproduction mod e 

the normal reproduction mode is a mode which includes a play mode and in 
which all of the frames are descrambled and reproduced sequentially, 
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the particular reproduction mode is a mode which includes a fast-play mode and 
in which only predetermined frames selectively extracted from less than all of the frames are 
45 descrambled and reproduced, and 

(a) in the normal reproduction mode, 

said list extraction means extracts all descrambling keys from the list of 
descrambling keys, 

said descramble processing means descrambles each frame of all of the frames 
50 using each of the extracted descrambling keys, and 

said reproduction means reproduces all of the frames descrambled by said 
descrambling means, and 

(b) in the particular reproduction mode. 

said list extraction means selectively extracts descrambling keys corresponding to 
55 the predetermined frames from the list of descrambling keys, 

said descramble processing means descrambles each of the predetermined frames 
using the extracted descrambling keys, and 

said reproduction means reproduces only the predetermined frames descrambled 
by said descrambling means so that the content is reproduced in a different speed than a speed of 
60 reproduction of the normal reproduction mode. 

2. (Previously Presented) The reception apparatus of Claim 1, wherein 

the reception means receives one piece of storage information in which the list of 
descrambling keys is embedded, 
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the storage means stores the received scrambled content and the one piece of 
5 storage information, and 

the list extraction means extracts the list of descrambling keys from the stored one 
piece of storage information. 

3. (Previously Presented) The reception apparatus of Claim 1, wherein 

the reception means receives a plurality of pieces of storage information in each 
piece of which a divided portion of the list of descrambling keys is embedded, 

the storage means stores the received scrambled content and the plurality of 
5 pieces of storage information, and 

the list extraction means extracts the list of descrambling keys from the stored 
plurality of pieces of storage information. 

4. (Previously Presented) The reception apparatus of Claim 1, wherein 

the reception means sequentially receives a transport stream (TS) packet including 
the predetermined unit of scrambled content, 

the storage means sequentially stores the received TS packet, wherein 
5 the descramble processing means includes: 

scrambled content extraction means for extracting the predetermined unit of 
scrambled content from one of the TS packets stored in the storage means, and counting the 
ordinal position of the TS packet from the leading TS packet; 

descrambling key extraction means for extracting a descrambling key from the list 
10 of descrambling keys, based on the counted ordinal position; and 
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descrambling means for descrambling the extracted predetermined unit of 
scrambled content using the extracted descrambling key. 

5. (Previously Presented) The reception apparatus of Claim 1 , wherein 

the reception means receives at least one storage Entitlement Control Message 
(ECM) as the at least one piece of storage information, the list of descrambling keys being 
embedded in a portion to be encoded in the main body of the ECM, 
5 the storage means stores the received storage ECMs, and 

the list extraction means interprets the stored storage ECMs to extract the list of 
descrambling keys. 

6. (Original) The reception apparatus of Claim 5, wherein 

the reception means receives the storage ECMs including identifying information 
for distinguishing the storage ECMs from another type of ECM. 

7. (Original) The reception apparatus of Claim 5, wherein 
the reception means receives the storage ECMs at a time. 

8. (Previously Presented) The reception apparatus of Claim 1, wherein 

the reception means sequentially receives a TS packet including (a) the 
predetermined unit of scrambled content and (b) packet specifying information for specifying an 
unscrambled TS packet, and 
5 the storage means sequentially stores the received TS packet, wherein 

the descramble processing means includes: 
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scrambled content extraction means for extracting the predetermined unit of 
scrambled content and the packet specifying information from one of the TS packets stored in 
the storage means; 

10 descrambling key extraction means for extracting a descrambling key from the list 

of descrambling keys, based on the extracted packet specifying information; and 

descrambling means for descrambling the extracted predetermined unit of 
scrambled content using the extracted descrambling key. 

9. (Previously Presented) The reception apparatus of Claim 8, wherein 

the packet specifying information is one of Continuity Counter (CC), the number 
of TS packets, a cumulative amount of data, a relative reproduction time, and a scrambling key 
identifier, 

5 the scrambled content extraction means extracts, as the packet specifying 

information, one of the Continuity Counter (CC), the number of TS packets, the cumulative 
amount of data, the relative reproduction time, and the scrambling key identifier, and 

the descrambling key extraction means performs a predetermined operation to the 
extracted information as the packet identifying information to generate a descrambling key 

10 identifier, and extracts a descrambling key from the list of descrambling keys based on the 
descrambling key identifier. 

1 0. (Previously Presented) The reception apparatus of Claim 1 , wherein 

the reception means sequentially receives a TS packet including (a) the 
predetermined unit of scrambled content and (b) unscrambled I picture information, wherein the 
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I picture information indicates whether the TS packet corresponding to the information consists 
5 of a portion of an I picture/an I picture or not, and 

the storage means sequentially stores the received TS packet, wherein 
the descramble processing means includes: 

scrambled content extraction means for, when performing particular reproduction 
processes, extracting the predetermined unit of scrambled content and I picture information from 
1 0 one of the TS packets stored in the storage means; 

I picture judgment means forjudging whether the extracted predetermined unit of 
scrambled content consists of a portion of an I picture/an I picture or not, based on the extracted I 
picture information; 

descrambling key extraction means for extracting a descrambling key from the list 
15 of descrambling keys, only when the extracted predetermined unit of scrambled content consists 
of a portion of an I picture/an I picture; and 

descrambling means for descrambling the extracted predetermined unit of 
scrambled content using the extracted descrambling key. 

11. (Previously Presented) The reception apparatus of Claim 1 further managing 
contract information and consisting of a security module whose portion does not effectively 
function if a contract has not been made, and other modules, the reception apparatus further 
comprising: 

5 list holding means for holding the list of descrambling keys extracted by the list 

extraction means, 
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wherein the list extraction means and the list holding means are provided within 
the security module. 

12. (Currently Amended) A reception apparatus which receives and reproduces 
scrambled content in a normal reproduction mode and in a pa rticular reproduction mode, 
comprising: 

reception means for receiving the scrambled content, wherein the scrambled 
5 content is scrambled go that a pr e determined unit of scrambled content, which is a portion of th e 
scrambled cont e nt, ts doscramblod using a dcscrambling key corresponding to the predetermined 
unit of scrambled content, and a dcscrambling key is attached to each pr e determin e d unit of a 
content which has been scrambled in units of frames so that the frames can be descrambled using 
descrambline keys that respectively correspond to each of the frames, and the descrambling keys 
1 0 are attached to the frames of scrambled content; 

storage means for storing the received scrambled content; 

list generation means for, when/after storing the received scrambled content by 
said storage means, generating a list of descrambling keys including all d c scrambling keys to be 
used for descrambling the scrambled content and descrambling key identifiers that identify the 
15 dcscrambling keys respectively and arc used to identify a descrambling k e y corresponding to the 
predetermined unit of scrambl e d content in both a normal reproduction mode that includes a play 
mode, and a particular reproduction mode that includes a fast forward mode, bas e d on the 
desega m bMng key ^rhnA te eaeh proH p inrrninori unit of which includes all of the descrambling 
keys attached to each frame of the scrambled content, 
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from tho list of d o scrambling keys, a first group of doscrambling koys being 
extracted in the normal roproduction modo, and a second group of deserambling keys being 
extracted in the particular reproduction mode; 

list extraction means for extracting the list of deserambling keys from the stored 
storage information; 

descramble processing means for deserambling the scrambled content; (a) 
extracting tho predet e rmined unit of scrambled content from the stor e d scrambled content 
sequentially if in the normal reproduction mode to obtain a first group of scrambled cont e nt 
made of a plurality of portions of tho scrambled content, or to obtain a second group of scrambl e 
content made of a plurality of portions of the scrambled content in an ord e r different from th e 
normal reproduction mode if in the particular reproduction mode (b) i) in the normal 
reproduction mode, sp e cifying and extracting, using the d o scrambling key identifiers, the first 
group of deserambling koys and doscrambling each portion of tho scrambl e d content in tho first 
group of scrambled content with use of a corresponding one of tho first group of doscrambling 
koys th e reby obtaining a first group of content made of a plurality of portions of content, and ii) 
in th o particular r o production modo, specifying and extracting, using the deserambling key 
identifiers, the second group of doscrambling keys and deserambling e ach portion of the 
scramble content in the second group of scrambled content with us e of a corresponding one of 
the second group of doscrambling koys th e reby obtaining a second group of content made of a 
plurality of portions of content; and 

reproduction means for reproducing the descrambled content, wherein first group 
of content in tho normal roproduction mod o and reproducing the second group of content in the 
particular reproduction. 
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the normal reproduction mode is a mode which includes a play mode and in 
which all of the frames are descrambled and reproduced sequentially, 

the particular reproduction mode is a mode which includes a fast-plav mode and 
in which only predetermined frames selectively extracted from less than all of the frames are 
descrambled and reproduced, and 

( a> in the normal reproduction mode, 

said list extraction means extracts all descrambling keys from the list of 
descrambling keys, 

said descramble processing means descrambles each frame of all of the frames 
using each of the extracted descrambling keys, and 

said reproduction means reproduces all of the fram es descrambled by said 
descrambling means, and 

(b) in the particular reproduction mode, 

said list extraction means selectively extracts descrambling keys corresponding to 
the predetermined frames from the list of descrambling keys, 

said descramble processing means descrambles each of the predetermined frames 
using the extracted descrambling keys, and said reproduction means reproduces the 
predetermined frames descrambled bv said descrambling means. 

13. (Previously Presented) The reception apparatus of Claim 12, wherein 

the reception means sequentially receives a TS packet including (a) the 
predetermined unit of scrambled content, and (b) auxiliary information including a descrambling 
key and information for associating the descrambling key with scrambled content, 
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the storage means sequentially stores the received TS packet, and 
the list generation means generates the list of descrambling keys, based on the 
auxiliary information. 

14. (Previously Presented) The reception apparatus of Claim 13, wherein 

the TS packet includes an ECM, the auxiliary information being embedded in a 
portion to be encoded in a main body of the ECM, and 

the list generation means extracts the auxiliary information embedded in the 
ECM, and generates the list of descrambling keys based on the auxiliary information. 

15. (Currently Amended) A broadcast apparatus which scrambles content and 
broadcasts the scrambled content to a reception apparatus, the broadcast apparatus comprising: 

acquisition means for acquiring content to be scrambled and a plurality of 
descrambling keys; 

scramble processing means for scrambling a pr e d e termined unit of content out of 
th e acquired content go that the predetermined unit of scrambl e d content is dcscrambled using a 
descrambling key different for each predetermined unit or e ach sot of a plurality of 
pred e termined units that selects one of the descrambling keys for each frame of the content, and 
scrambles the each frame so that the frame can be descrambled by using the descrambling key 
selected for the frame ; 

attaching means for attaching auxiliary information , which is used to generate a 
list of the descrambling keys, wherein the auxiliary information includes (a) information for 
identifying each of the frames and (b) each of the descrambling keys selected for the frame; and 
to the predetermined unit of scrambled content, the auxiliary information consisting of (a) 
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15 information for identifying tho scrambled content and (b) a dcscrambling key corresponding to 
the content, and used for having the reception apparatus generat e a Hot of d e scrambling keys 
including the descrambling keys and dcscrambling key identifiers that identify the dcscrambling 
keys respectively and are used to identify a descrambling key corresponding to the 
pr e determined unit of scrambled content in both a normal reproduction mode that includes a play 

20 mode, and a particular reproduction mode that includes a fast forward mode; and 

from the list of dcscrambling keys, a first group of dcscrambling keys being 
extracted in the normal reproduction mode, and a s econd group of dcscrambling keys being 
extracted in tho particular reproduction mode 

broadcast means for broadcasting the scrambled content including the plurality of 

25 scrambled frames to which the auxiliary information i s added has been attached. 

1 6. (Original) The broadcast apparatus of Claim 1 5 , wherein 

the attaching means embeds the auxiliary information in a portion to be encoded 
in a main body of an ECM and attaches the ECM to the predetermined unit of scrambled content. 

17. (Currently Amended) A broadcast apparatus which scrambles content and 
broadcasts the scrambled content to a reception apparatus, the broadcast apparatus comprising: 

acquisition means for acquiring content to be scrambled and a plurality of 
descrambling keys; 

5 scramble processing means that selects one of the descrambling keys for each 

frame of the content, and scrambles the each frame so that the frame can be descrambled by 
using the descrambling key selected for the frame; 
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list generation means for generating a list of descrambling keys which includes all 
of the descrambling kevs selected bv the scramble processing means including the doscrambling 
10 keys and descrambling key identifiers that identify the doscrambling keys roopoctiv e ly and are 
used to identify a doscrambling key corresponding to tho pred e termined unit of ocrambl e d 
content in both a normal r e production mode that includes a play mod e , and a particular 
reproduction mode that includes a faot forward mod e , 

from the Hot of descrambling leoys, a first group of doscrambling keys being 
15 extracted in tho normal reproduction mode, and a second group of doscrambling keys b e ing 
extracted in th e particular reproduction mod e; 

embedding means for embedding the list of descrambling keys in at least one 
piece of predetermined information to generate at least one piece of storage information; and 

scramble proc e ssing moans for scrambling a predetermined unit of content out of 
20 the acquired cont e nt so that the predetermined unit of scrambl e d content is descrambled using a 
descrambling key different for each predetermined unit or each sot of a plurality of 
predet e rmined units; and 

broadcast means for broadcasting the generated storage information and the 
scrambled content. 

18. (Previously Presented) The broadcast apparatus of Claim 17, wherein 

the embedding means embeds the list of descrambling keys in one piece of 
predetermined information to generate one piece of storage information, and 

the broadcasting means broadcasts the generated one piece of information and the 
5 scrambled content. 
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19. (Previously Presented) The broadcast apparatus of Claim 17, wherein 

the embedding means embeds a divided portion of the list of descrambling keys in 
each of a plurality of pieces of predetermined information to generate a plurality of pieces of 
storage information, and 

the broadcasting means broadcasts the generated plurality of pieces of storage 
information and the scrambled content. 

20. (Previously Presented) The broadcast apparatus of Claim 17, wherein 

the embedding means embeds the list of descrambling keys in a portion to be 
encoded in a main body of at least one ECM to generate at least one piece of storage 
information. 

2 1 . (Original) The broadcast apparatus of Claim 1 7, wherein 

the broadcast means broadcasts one set of the storage information while all the 
scrambled content corresponding to the storage information are broadcast once. 

22. (Currently Amended) A program used for a reception apparatus which receives 
and reproduces scrambled content, the program causing the r eception apparatus to perform:beiftg 
stored on a computer readable medium and having the reception apparatus conduct the following 

a reception step for receiving the scrambled content and storage information, 
wherein (a) the scrambled content is scrambled so that a predetermined unit of scrambled 
content, which is a portion of the scrambled content, is de o eramblcd using a descrambling k e y 
corresponding to the predetermined unit of scrambl e d content, and at least one piece of storage 
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information in which a list of descrambling keys including all dcocrambling keys to bo used for 
10 dcGcrambling tho Gcramblod content and doocrambling key id e ntifiers that identify th e 
doscrambling keys respectively and arc used to identify a descrambling key corr e sponding to th e 
predetermined unit of scrambled content in both a normal reproduction mode that includes a play 
mode, and a particular reproduction mode that includes a fast forward mode is embedded, a 
content which has been scrambled in units of frames so that the frames can be descrambled using 
15 descrambling keys that respectively correspond to each of the frames, and (b) the storage 
information includes a list of the descrambling keys which includ es all of the descrambling keys; 

from the list of descrambling keys, a first group of descrambling keys being 
extracted in the normal reproduction mode, and a second group of descrambling k e ys being 
extracted in the particular reproduction mod e ; 
20 a storage step for storing the received scrambled content and the storage 

information; 

a list extraction step for extracting the list of descrambling keys from the stored 
storage information; 

a descramble processing step for descrambling the scrambled content; and (a) 
25 extracting tho pred e termined unit of scrambled content from the stored scrambl e d cont e nt 
sequentially if in tho normal reproduction mode to obtain a first group of scrambled content 
made of a plurality of portions of the scrambled content, or to obtain a second group of scrambl e 
content made of a plurality of portions of tho scrambled content in an order different from th e 
normal reproduction mode if in the particular reproduction mode (b) i) in the normal 
30 reproduction mode, specifying and extracting, using tho descrambling key identifiers, tho first 
group of descrambling koys and d o ocrambling each portion of tho scrambled content in the first 
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group of scrambled content with use of a corresponding ono of the first group of doscrambling 
keys thereby obtaining a first group of content mad e of a plurality of portions of content, and ii) 
in the particular r e production mode, specifying and extracting, using the descrambling key 
identifiers, the second group of descrambling keys and descrambling each portion of the 
scramble content in the second group of scrambled content with use of a corresponding on e of 
the second group of descrambling keys thereby obtaining a second group of content made of a 
plurality of portions of content; and 

a reproduction step for reproducing the descrambled content, wherein first group 
of content in the normal reproduction mode and reproducing th e second group of content in th e 
particular reproduction mod e 

the normal reproduction mode is a mode which includes play mode and in which 
all of the frames are descrambled and reproduced sequentially, 

the particular reproduction mode is a mode which includes a fast-p lav mode and 
in which only predetermined frames selectively extracted fro m less than all of the frames are 
descrambled and reproduced, and 

( a) in the normal reproduction mode, 

said list extraction step extracts all descrambling keys from the list of 
descrambling keys, 

said descramble processing step descrambles each frame of all of the frames using 
each of the extracted descrambling keys, and 

said reproduction step reproduces the all of the frames descram bled by said 
descrambling means, and 

(b) in the particular reproduction mode, 
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said list extraction step selectively extracts descrambling keys corresponding to 
the predetermined frames from the list of descrambling keys, 

said descramble processing step descrambles each of the predetermined frames 
using the extracted descrambling keys, and 

said reproduction means reproduces only the predetermined frames descrambled 
bv said descrambling means so that the content is reproduced in a differ ent speed than a speed of 
reproduction of the normal reproduction mode. 

23. (Currently Amended) A program used for a reception apparatus which receives 
and reproduces scrambled content, the program causing the r eception apparatus to perform:being- 
stored on a computer readable m e dium and having tho reception apparatus conduct the following 

a reception step for receiving the scrambled content, wherein the scrambled 
content is scrambled oo that a pr e determined unit of scrambled content, which is a portion of the 
scrambl e d content, io descrambled using a dcocrambling key corresponding to th o predetermined 
unit of scrambled content, and a descrambling key is attached to each predetermined unit a 
content which has been scrambled in units of frames so that the frames can be descrambled using 
descrambling keys that respectively correspond to each of the frames, and the descrambling keys 
are attached to the frames of scrambled content; 

a storage step for storing the received scrambled content; 

a list generation step for, when/after storing the received scrambled content by 
said storage step, generating a list of descrambling keys including all descrambling keys to b e 
used for descrambling the scrambled content and dcccrambling key identifiers that identify th e 
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descrambling keys respectively and arc used to identify a descrambling key corrooponding to the 
pr e determined unit of scrambled content in both a normal r e production mode that includes a play 
mode, and a particular reproduction mode that includ e s a fast forward mode, based on the 
descrambling key attached to each predetermined unit which includes all of the descrambling 
kevs attached to each frame of the scrambled content, 

from the list of descrambling keys, a first group of d e scrambling keys being 
extracted in the normal reproduction mode, and a second group of descrambling keys being 
extract e d in the particular r e production mod e ; 

a list extraction step for extracting the list of descrambling kevs from the stored 
storage information; 

a descramble processing step for descrambling the scrambled content; (a) 
extracting th e pr e det e rmin e d unit of scrambl e d content from th e stored scrambled content 
sequentially if in a normal reproduction mode to obtain a first group of scrambled cont e nt mad e 
of a plurality of portions of the scrambled content, or to obtain a second group of scrambl e 
content made of a plurality of portions of th e scrambl e d content in an ord e r different from the 
normal reproduction mode if in a particular reproduction mod e (b) i) in the normal reproduction 
mod e , specifying and extracting, using the descrambling key identifiers, the first group of 
descrambling keys and descrambling each portion of the scrambled content in the first group of 
scrambled content with use of a corresponding one of the first group of descrambling keys 
thereby obtaining a first group of content made of a plurality of portions of content, and ii) in the 
particular reproduction mode, sp e cifying and e xtracting, using the descrambling key id e ntifiers, 
the second group of descrambling keys and d e scrambling each portion of the scramble content in 
the second group of the scrambled content with use of a corresponding one of the second group 
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of descrambling keys thereby obtaining a second group of content mado of a plurality of portk 
of content; and 



of content in the normal reproduction mode and reproducing the second group of content in the 
particular reproduction mode. 

the normal reproduction mode is a mode which inclu des a plav mode and in 
which all of the frames are descrambled and reproduced sequentially, 

the particular reproduction mode is a mode which includes a f ast-play mode and 
in which only predetermined frames selectively extracted from less than all of the frames are 
descrambled and reproduced, and 

(a) in the normal reproduction mode, 

said list extraction step extracts all descrambling kevs from the list of 
descrambling keys, 

said descramble processing step descrambles each frame of all of the frames using 
each of the extracted descrambling kevs, and 

said reproduction step reproduces all of the frames d escrambled by said 
descrambling step, and 

(b) in the particular reproduction mode, 

said list extraction step selectively extracts descrambling kevs cor responding to 
the predetermined frames from the list of descrambling kevs, 

said descramble processing step descrambles each of the predeter mined frames 
using the extracted descrambling kevs, and 



a reproduction step for reproducing the descrambled content, wherein- 
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said reproduction step reproduces the predetermined frames descrambled by said 
descrambling step at a speed of reproduction that is different than a speed of reproduction of the 
normal reproduction mode. 

24. (Currently Amended) A program used for a broadcast apparatus which scrambles 
content and broadcasts the scrambled content to a reception apparatus, the program causing the 
broadcast apparatus to perform : being stored on a computer readable medium and having th e 
broadcast apparatus conduct the following steps of 
5 an acquisition step for acquiring content to be scrambled and a plurality of 

descrambling keys; 

a scramble processing step for scrambling a predetermined unit of content out of 
th e acquired content so that the predetermined unit of scrambled content is d e scrambled using a 
descrambling key diff e rent for each predetermined unit or each set of a plurality of 

10 predetermined units selecting one of the descrambling kevs for each frame of the content, and 
scrambling the each frame so that the frame can be descrambled by using the descrambling key 
selected for the frame ; 

an attaching step for attaching auxiliary information^ to the pred e termined unit of 
scrambled content, th e auxiliary information consisting of (a) information for identifying th e 

15 scrambled content and (b) a descrambling key corresponding to the content, and used for having 
the reception apparatus generate a list ef-deserambtiflg keys mefading thn desefambtiag keys and 
descrambling k e y identifi e rs that identify the descrambling keys respectively and arc used to 
identify a descrambling key corresponding to the pred e termined unit of scrambled content in 
both a normal reproduction mode that includes a play mode, and a particular reproduction mod e ; 
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nr) rj tw inr-lnH n p. n fnnt forward mod e , which is used to generate a list of the descrambl ing keys, 
wherein the auxiliary information includes (a) information for identifyin g each of the frames and 
(b) each of the descrambling keys selected for the frame; and 

from the Hot of dcocrambling keys, a first group of doocrambling keys b e ing 
extracted in the normal reproduction mod e , and a second group of descrambling keys being 
extracted in the particular reproduction mode; and 

a broadcast step for broadcasting the scrambled content to which the auxiliary 
information is added including the plurality of scrambled frames to which the auxiliary 
information has been attached . 

25. (Currently Amended) A program used for a broadcast apparatus which scrambles 
content and broadcasts the scrambled content to a reception apparatus, the program being stored 
on a comput e r readable medium having the broadcast apparatus conduct the following st e ps of 
causing the broadcast apparatus to perform : 

an acquisition step for acquiring content to be scrambled and a plurality of 
descrambling keys; 

a scramble processing step for selecting one of the descrambling keys for each 
frame of the content, and scrambling the each frame so that the frame can be descrambled by 
using the descrambling key selected for the frame; 

a list generation step for generating a list of descrambling keys including th e 
descrambling keys and doocrambling key identifiers that identify the descrambling k e ys 
respectively and ar c used to identify a descrambling key corresponding to the predetermined unit 
of scrambled cont e nt in both a normal reproduction mode that includes a play mode, and a 
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particular reproduction mod o that includ e s a fast forward mode, which includes all of the 
15 descrambline keys selected bv the scramble processing step; 

from the list of doscrambling koyo, a first group of doscrambling keys b e ing 
extracted in the normal reproduction mode, and a s e cond group of dcscrambling keys being 
extracted in the particular reproduction mode; 

an embedding step for embedding the list of descrambling keys in at least one 
20 piece of predetermined information to generate at least one piece of storage information; and 

a scramble processing step for scrambling a predetermined unit of content out of 
the acquired content so that the pred e termined unit of scrambled content is dcscramblod using a 
dcscrambling key different for each predetermined unit or e ach set of a plurality of 
predetermin e d units; and 

25 a broadcast step for broadcasting the generated storage information and the 

scrambled content. 

26. (Currently Amended) A computer r e adabl e recording medium on which a 
program used for a reception apparatus which receives and reproduces scrambled content is 
recorded, the program has the reception apparatus conduct the following st o ps of causing the 
reception apparatus to perform : 
5 a reception step for receiving the scrambled content , wherein the scrambled 

content is scrambled so that a predetermined unit of scrambled content, which is a portion of th e 
scrambled content, is doscramblcd using a dcscrambling key corr e sponding to the predetermined 
unit of scrambl e d content, and at l e ast one piece of storage information in which a list of 
doscrambling k e ys including all dcscrambling keys to b o used for dcscrambling the scrambl e d 
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10 content and dcscrambling key idcntifi o ro that identify tfao dcacrambling keys respectively and ar e 
used to identify a dcacrambling key corresponding to the predetermined unit of scrambled 
content in both a normal reproduction mode that includes a fast forward mode, and a particular 
reproduction mode that includes a fast forward mode is emb e dd e d, and storage information, 
wherein (a) the scrambled content is a content which has been scrambled in units o f frames so 

15 that the frames can be descrambled using descrambling kevs that respectively correspon d to each 
of the frames, and (b) the storage information includes a list of the descrambling keys w hich 
includes all of the descrambling keys; 

from the list of dcscrambling keys, a first group of descrambling keys being 
extracted in the normal reproduction mode, and a second group of descrambling keys being 

20 e xtracted in the particular r e production mode; 

a storage step for storing the received scrambled content and the storage 

information; 

a list extraction step for extracting the list of descrambling keys from the stored 
storage information; 

25 a descramble processing step for descrambling the scramb led content: and (a) 

extracting the predetermin e d unit of scrambled content from th e stored scrambled content 
s e quentially if in the normal reproduction mod e to obtain a first group of scrambled content 
made of a plurality of portions of the scrambled cont e nt, or to obtain a second group of scrambl e 
content made of a plurality of portions of the scrambled content in an order different from the 

30 normal r e production mode if in the particular reproduction mode (b) i) in the normal 
reproduction mode, specifying and extracting, using the dcscrambling key identifiers, the first 
group of dcscrambling keys and dcscrambling each portion of the scrambled content in th e first 
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group of scrambled content with uoo of a corresponding one of the firot group of doGcrambling 

keys thereby obtaining a first group of content made of a plurality of portions of content, and ii) 
35 in the particular reproduction mode, specifying and extracting, using the dcscrambling k e y 

identifiers, the second group of dcscrambling keys and d o scrambling each portion of th e 

scramble content in the second group of scrambled content with use of a corresponding one of 

the second group of descrambling k e ys thereby obtaining a second group of content made of a 

plurality of portions of content; and 
40 a reproduction step for reproducing the descrambled content, wherei n first group 

of content in the normal reproduction mode and reproducing the second group of content in th e 

particular reproduction mode 

the normal reproduction mode is a mode which includes a play mode and in 

which all of the frames are descrambled and reproduced sequentially, 
45 the particular reproduction mode is a mode which includes a fast-play mode and 

in which only predetermined frames selectively extracted from less than all of the frames are 

descrambled and reproduced, and 

( a) in the normal reproduction mode, 

said list extraction step extracts all descrambling keys from the list of 
50 descrambling keys, 

said descramble processing step descrambles each frame of all of the frames using 
each of the extracted descrambling keys, and 

said reproduction step reproduces all of the frames descrambled by said 
descrambling means, and 
55 (b) in the particular reproduction mode. 
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said list extraction step selectively extracts descrambling keys corresponding to 
the predetermined frames from the list of descrambling keys, 

said descramble processing step descrambles each of the predetermined frames 
using the extracted descrambling keys, and 

60 said reproduction means reproduces only the predetermined frames descrambled 

bv said descrambling means so that the content is reproduced in a different speed than a speed of 
reproduction of the normal reproduction mode. 

27. (Currently Amended) A computer r e adable recording medium on which a 
program used for a reception apparatus which receives and reproduces scrambled content is 
recorded, the program has the reception apparatus conduct th e following steps of causing the 
reception apparatus to perform : 
5 a reception step for receiving the scrambled content, wherein the scrambled 

content is scrambled so that a pred e termined unit of scrambl e d cont e nt, which is a portion of the 
scrambled content, is descrambled using a d e scrambling k e y corr e sponding to the pr e d e t e rmin e d 
unit of scrambled content, and a descrambling key is attached to each predet e rmined unit a 
content which has been scrambled in units of frames so that the frames can be descrambled using 
10 descrambling keys that respectively correspond to each of the frames, and the descrambling keys 
are attached to the frames of scrambled content; 

a storage step for storing the received scrambled content; 

a list generation step for, when/after storing the received scrambled content in the 
storage step, generating a list including all descrambling k e ys to be used for descrambling the 
15 scrambled content and doocrambling key identifiers that identify the descrambling keys 
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respectiv e ly and arc used to identity a descrambring key corr e sponding to the predetermined unit 
of scrambled content in both a normal reproduction mode that includes a play mode, and a 
particular r e production mode that includes a fast forward mode, based on the doscrambling key 
attached te eaefe predetermined unit of descrambling kevs which includes all of the descrambling 
20 kevs attached to each frame of the scrambled content, 

from the list of descrambling keys, a first group of descrambling keys being 
extracted in the normal reproduction mode, and a second group of descrambling keys being 
extracted in the particular reproduction mod e ; 

a list extraction step for extracting the list of descrambling k evs from the stored 
25 storage information; 

a descramble processing step for descrambling the scrambled content; (a) 
extracting the predetermined unit of scrambled content from the stored scrambled content 
sequ e ntially if in the normal reproduction mode to obtain a first group of scrambled content 
made of a plurality of portions of the scrambled content or to obtain a second group of scrambl e 
30 content made of a plurality of portions of the scrambled content, or in an order different from the 
normal reproduction mode if in the particular reproduction mode (b) i) in the normal 
reproduction mode, specifying and extracting, using the doscrambling k e y id e ntifiers, the first 
group of descrambling keys and descrambling each portion of the scrambled content in the first 
group of scrambled content with use of a corresponding on e of the first group of descrambling 
35 keys thereby obtaining a first group of content made of a plurality of portions of content, and ii) 
in the particular reproduction mode, specifying and extracting, using the descrambling key 
identifiers, the second group of descrambling keys and descrambling each portion of the 
scramble content in the second group of scrambled content with use of a corresponding one of 
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the second group of doGcrambling keys thereby obtaining a second group of content made of a 
40 plurality of portions of content; and 

a reproduction step for reproducing the descrambled content, wherein first group 
of cont e nt in the normal reproduction mode and reproducing the s e cond group of content in th e 
particular reproduction mod e . 

the normal reproduction mode is a mode which includes a play mode and in 
45 which all of the frames are descrambled and reproduced sequentially, 

the particular reproduction mode is a mode which includes a fast-play mode and 
in which only predetermined frames selectively extracted from less than a ll of the frames are 
descrambled and reproduced, and 

(a) in the normal reproduction mode, 

50 said list extraction step extracts all descrambling keys from the list of 

descrambling keys, 

said descramble processing step descrambles each frame of all of the frames using 
each of the extracted descrambling keys, and 

said reproduction step reproduces the all frames des crambled by said 
55 descrambling step, and 

(b) in the particular reproduction mode, 

said list extraction step selectively extracts descrambling kevs corresponding to 
the predetermined frames from the list of descrambling keys, 

said descramble processing step descrambles each of the predetermined frames 
60 using the extracted descrambling keys, and 
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said reproduction step reproduces the predetermined frames descrambled by said 
descrambling step at a speed of reproduction that is different than a speed of reproduction of the 
normal reproduction mode. 

28. (Currently Amended) A computer readable recording medium on which a 
program used for a broadcast apparatus which scrambles content and broadcasts the content to a 
reception apparatus is recorded, the program has the broadcast apparatus conduct the following 
steps-ef causing the broadcast apparatus to perform : 
5 an acquisition step for acquiring content to be scrambled and a plurality of 

descrambling keys; 

a scramble processing step for scrambling a predet e rmin e d unit of content out of 
the acquired content so that the pred e termined unit of scrambled cont e nt is descrambled using a 
d e scrambling key different for each predetermined unit or e ach s e t of a plurality of 

10 predet e rmined units selecting one of the descrambling keys for each frame of the content, and 
scrambling the each frame so that the frame can be descrambled by using the descrambling key 
selected for the frame ; 

an attaching step for attaching auxiliary information to the predet e rmined unit of 
sefamMed eeateat; fee auxiliary information consisting of which is used to generate a list of the 

1 5 descrambling keys, wherein the auxiliary information includes (a) information for identifying fee 
scrambled content each of the frames and (b) [[a]] each of the descrambling key corresponding 
to the content, and used for having the reception apparatus generate a list of d e scrambling keys 
including the descrambling k e ys and descrambling key id e ntifi e rs that identify the descrambling 
keys respectiv e ly and are used to identify a descrambling key corresponding to the 



42478.6800\PRICEJ\IRV\5 16615 



29 



Patent 
42478-6800 

20 predetermined unit of scrambled content in both a normal reproduction mode that includes a play 
mode, and a particular reproduction mode that includes a fast forward mode, keys selected for 
the frame; and 

from the list of dcocrambling keys, a first group of d c oerambling keys being 
extracted in the normal reproduction mode, and a s e cond group of descrambling keys b e ing 
25 extracted in the particular reproduction mod e ; and 

a broadcast step for broadcasting the scrambled content including the plurality of 
scrambled frames to which the auxiliary information is add e d has been attached . 

29. (Currently Amended) A computer readabl e recording medium on which a 
program used for a broadcast apparatus which scrambles content and broadcasts the content to a 
reception apparatus is recorded, the program has the broadcast apparatus conduct the following 
steps-ef causing the broadcast apparatus to perform : 
5 an acquisition step for acquiring content to be scrambled and a plurality of 

descrambling keys; 

a scramble processing step for selecting one of the descrambling keys for each 
frame of the content, and scrambling the each frame so that the frame can be descrambled by 
using the descrambling key selected for the frame; 
10 a list generation step for generating a list of descrambling keys including the 

descrambling keys and d e scrambling k e y identifioro that identity the d e scrambling keys 
resp e ctively and are us e d to identify a descrambling key corresponding to the pred e termined unit 
of scrambled content in both a normal reproduction mode that includes a play mod e , and a 



42478.6800\PRICEAIRV\5 1 66 i 5 



30 



Patent 
42478-6800 

particular reproduction mode that includes a fast forward mode, which includes all of the 
15 descrambline keys selected bv the scramble processing means; 

from the list of d o scrambling keys, a first group of doscrambling keys being 
extracted in th e normal reproduction mode, and a second group of doscrambling keys being 
extracted in the particular reproduction mod e ; 

an embedding step for embedding the list of descrambling keys in at least one 
20 piece of predetermined information to generate at least one piece of storage information; and 

a scramble processing step for scrambling a pred e termined unit of content out of 
the acquired content so that the pr e determined unit of scrambled content is doscrambled using a 
doscrambling key diff e rent for each pred e termined unit or e ach sot of a plurality of 
predetermin e d units; and 

25 a broadcast step for broadcasting the generated storage information and the 

scrambled content. 

30. (Currently Amended) A computer-readable recording medium on which content 
to be broadcast to a reception apparatus is recorded, wherein the reception apparatus receives and 
stores scrambled content, and descrambles and reproduces the stored scrambled content, the 
content comprising: 

5 scrambled content which is scrambled so that a predetermined unit of scrambled 

content, which is a portion of the scrambled content, is descrambled using a descrambling key 
corresponding to the predetermined unit of content, and 

a storage ECM, wherein a list of doscrambling keys including all doscrambling 
keys used for descrambling the scrambled content and descrambling key identifiers that identity 
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10 the descrambling keys respectively and arc used to identify a descrambling key corr e sponding to 
the predetermined unit of scrambled content in both a normal reproduction mode that includes a 
play mode, and a pnrticulnr rnprnrhir.tinn mode that includes a fast forward mode, descrambling 
key list is embedded in a portion to be encoded in a main body of at least one ECM, 

from the list of descrambling keys, a first group of descrambling keys being 

15 extracted in the normal reproduction mode, and a s e cond group of descrambling keys being 
extracted in the particular reproduction mode. 

wherein (i) in a normal reproduction mode which includes a play mode and in 
which a reproduction is performed by decrypting all the frames, the descrambling key list is used 
to identify all the descrambling keys that are respectively used to descramble all the frames, and 

20 (if) in a particular reproduction mode which includes a fast-plav mode and in which a 
re production is performed by decrypting part of the frames, the descramblin g kev list is used to 
identify descrambling keys that are used to descramble given frames. 

wherein all the descrambling keys are extracted in sequence in the normal 
reproduction mode, and the descrambling keys corresponding to the given frames to be 

25 reproduced are selectively extracted in the particular reproduction mode. 

31. (Currently Amended) A method for receiving and reproducing scrambled 
content, the method comprising the st e ps of : 

a reception step for receiving the scrambled conten t, wherein the scrambl e d 
content is scrambled so that a predetermined unit of scrambled content, which is a portion of the 
5 scrambled content, is dcscramblod using a descrambling key corresponding to the predet e rmined 
unit of scrambled content, and at least one piece of storage information in which a list of 
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doscrambling keys including all descrambling keys to be used for descrambling the scrambled 
content and descrambling key identifiers that identify the doacrambling keys respectively and ar e 
used to identify a descrambling key corresponding to the predetermined unit of scrambled 

10 content in both a normal reproduction mode that includes a play mode, and a particular 
reproduction mode is embedd e d that includes a fast forward mode, and storage information, 
wherein (a) the scrambled content is a content which has been scram bled in units of frames so 
that the frames can be descrambled using descrambling kevs that respectively correspond to each 
of the frames, and (bj the storage information includes a list of the descra mbling keys which 

15 includes all of the descrambling keys; 

from the list of doscrambling keys, a first group of d o scrambling keys b e ing 
extracted in tho normal reproduction mode, and a second group of descrambling keys being 
extracted in the particular reproduction mod e ; 

a storage step for storing the received scrambled content and the storage 

20 information; 

a list extraction step for extracting the list of descrambling keys from the stored 
storage information; 

a descramble processing step for descrambling the scrambled content ; and (a) 
extracting tho predetermined unit of scrambled content from the stored scrambled cont e nt 
25 sequentially if in the normal reproduction mode to obtain a first group of scrambl e d cont e nt 
made of a plurality of portions of tho scrambled content, or to obtain a second group of scramble 
content made of a particularity of portions of th e scrambl e d content in an order different from the 
normal reproduction mode if in tho particular reproduction mode (b) i) in the normal 
reproduction mode, specifying and extracting, using tho doscrambling key id o ntifi o rs, the first 
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30 group of doscrambling keys and descrambling each portion of the scrambled content in the first 
group of scrambled content with use of a corresponding one of tho first group of doocrambling 
keys thereby obtaining a first group of content made of a plurality of portions of content, and ii) 
in the particular reproduction mode, sp e cifying and extracting, using the descrambling key 
identifi e rs, the second group of doscrambling k e ys and descrambling each portion of the 
35 scramble content in the second group of scrambled content with use of a corresponding one of 
the second group of descrambling keys thereby obtaining a s e cond group of content mad e of a 
plurality of portion of content 

a reproduction step for reproducing the first group of content in the normal 
reproduction mode and r e producing the second group of content in tho particular r e production 
40 meder descrambled content, wherein 

the normal reproduction mode is a mode which includes a play mode and in 
which all of the frames are descrambled and reproduced sequentially. 

the particular reproduction mode is a mode which includes a fast-play mode and 
in which only predetermined frames selectively extracted from less than all of the frames are 
45 descrambled and reproduced, and 

( a) in the normal reproduction mode, 

said list extraction step extracts all descrambling keys from the list of 
descrambling keys, 

said descramble processing step descrambles each frame of all of the frames using 
50 each of the extracted descrambling keys, and 

said reproduction step reproduces the all frames descrambled by said 
descrambling means, and 
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(b) in the particular reproduction mode, 

said list extraction step selectively extracts descrambling keys corresponding to 
55 the predetermined frames from the list of descrambling keys, 

said descramble processing step descrambles each of the predetermined frames 
using the extracted descrambling keys, and 

said reproduction means reproduces only the predetermined frames descrambled 
bv said descrambling means so that the content is reproduced in a different speed than a speed of 
60 reproduction of the normal reproduction mode. 

32. (Currently Amended) A method for receiving and reproducing scrambled 
content, the method comprising the steps of : 

a reception step for receiving the scrambled content, wherein the scrambled 
content is scrambled so that a predetermin e d unit of scrambl e d content, which is a portion of the 
5 scrambled cont e nt, is descrambl e d using a descrambling key corresponding to the pred e termined 
unit of scrambled content, and a descrambling k e y is attach e d to each predetermin e d unit a 
content which has been scrambled in units of frames so that the frames can be descrambled using 
descrambling keys that respectively correspond to each of the frames, and the descrambling keys 
are attached to the frames of scrambled content; 
1 0 a storage step for storing the received scrambled content; 

a list generation step for, when/after storing the received scrambled content in the 
storage step, generating a list of descrambling keys including all descrambling keys to be us e d 
for descrambling the scrambled content and descrambling key identifiers that identify the 
descrambling keys respectively and are used to identify a descrambling key corresponding to the 
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15 predetermined unit of scrambled content in both a normal reproduction mode that includes a play 
mode, and a particular reproduction mode that includes a fast forward mode, based on the 
descrambling key attached to each pred e termined unit which includes all of the descrambling 
keys attached to each frame of the scrambled content; 

from the list of descrambling keys, a first group of descrambling keys being 
20 extracted in the normal reproduction mode, and a second group of descrambling keys b e ing 
extracted in the particular reproduction mode; 

a list extraction step for extracting the list of descrambling keys from the stored 
storage information; 

a descramble processing step for descrambling the scrambled content; (a) 
25 extracting the pred e termined unit of scrambled content from the stored scrambled content 
sequentially if in the normal reproduction mod e to obtain a first group of scrambled cont e nt 
made of a plurality of portions of the scrambled content, or to obtain a s econd group of scrambl e 
content mad e of a plurality of portions of he scrambled content in an order diff e rent from the 
normal reproduction mode if in the particular reproduction mod e (b) i) in th e normal 
30 reproduction mode, specifying and extracting, using the descrambling key identifiers, the first 
group of descrambling keys and descrambling each portion of th e scrambled content in the first 
group of scrambled content with use of a corresponding one of the first group of descrambling 
keys thereby obtaining a first group of content made of a plurality of portions of content, and ii) 
in the particular reproduction mode, specifying and e xtracting, using the descrambling key 
35 identifiers, th e second group of descrambling keys and d e scrambling each portion of the 
scramble cont e nt in the second group of scrambled content with use of a corresponding on e of 
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tho second group of descrambling keys th e reby obtaining a second group of content made of a 
plurality of portions of content; and 

a reproduction step for reproducing the descrambled content, wherein first group 
40 of content in the normal reproduction mode and reproducing the s e cond group of content in th e 
particular reproduction mode. 

the normal reproduction mode is a mode which includes a play mode and in 
which all of the frames are descrambled and reproduced sequentially. 

the particular reproduction mode is a mode which includes a fast-play mode and 
45 in which only predetermined frames selectively extracted from less than all of the frames are 
descrambled and reproduced, and 

( a.) in the normal reproduction mode, 

said list extraction step extracts all descrambling keys from the list of 
descrambling keys, 

50 said descramble processing step descrambles each frame of all of the frames using 

each of the extracted descrambling keys, and 

said reproduction step reproduces all of the frames descrambled by said 
descrambling step, and 

(b) in the particular reproduction mode, 
55 said list extraction step selectively extracts descrambling keys corresponding to 

the predetermined frames from the list of descrambling keys, 

said descramble processing step descrambles each of the predetermined frames 
using the extracted descrambling keys, and 
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said reproduction step reproduces the predetermined frames descrambled by said 
60 descrambline step at a speed of reproduction that is different than a speed of reproduction of the 
normal reproduction mode. 

33. (Currently Amended) A method for scrambling content and broadcasting the 
scrambled content to a reception apparatus, the method comprising th e steps of : 

an acquisition step for acquiring content to be scrambled and a plurality of 
descrambling keys; 

5 a scramble processing step for scrambling a predet e rmined unit of content out of 

the acquired content so that the pr e d e termined unit of scrambled content is descrambl e d using a 
descrambling key different for each predetermined unit or each sot of a plurality of 
pr e determined units selecting one of the descrambling keys for each frame of the cont ent, and 
scrambling the each frame so that the frame can be descrambled bv using the descrambling key 

10 selected for the frame ; 

an attaching step for attaching auxiliary information, to the predetermined unit of 
scrambled ™tit»nt th n nmHHnry mfnrmntion conmnting of which is used to g enerate a list of the 
descrambling keys, wherein the auxiliary information includes (a) information for identifying 
each of the scrambled content frames and (b) a descrambling k e y corresponding to the content, 

15 and used for having the r e c e ption apparatus generate a list of descrambling keys including the 
descrambling keys and descrambling key identifiers that identify the descrambling keys 
r e spectively and arc used to identify a descrambling key corresponding to the predetermined unit 
of scrambled cont e nt in both a normal reproduction mod e that includes a play mod e , and a 
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particular reproduction mode that includes a fast forward mod e , each of the descrambling keys 
20 selected for the frame; and 

from the list of dcGcrambling keys, a first group of doscrambling keys being 
extracted in the normal reproduction mode, and a second group of doocrambling keys b e ing 
extract e d in the particular reproduction mode; 

a broadcast step for broadcasting the scrambled content to which the auxiliary 
25 information is added including the plurality of scrambled frames to which the auxiliary 
information has been attached . 

34. (Currently Amended) A method for scrambling content and broadcasting the 
scrambled content to a reception apparatus, the method comprising the stops of : 

an acquisition step for acquiring content to be scrambled and a plurality of 
descrambling keys; 

5 a scramble processing step for selecting one of the descrambling keys for each 

frame of the content, and scrambling the each frame so that the fra me can be descrambled by 
using the descrambling key selected for the frame; 

a list generation step for generating a list of descrambling keys including the 
descrambling keys and doscrambling key identifiers that identify' the descrambling k e ys 

10 respectively and are used to identify a doscrambling key corr e sponding to the predetermined unit 
of scrambl e d content in both a normal reproduction mode that includes a play mode, and a 
particular reproduction mode that includes a fast forward mode, which inclu des all of the 
descrambling kevs selected bv the scramble processing step; 
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from the Hot of doQcrambling koys, a first group of doocrambling keys being 
15 extracted in the normal reproduction mode, and a o o cond group of dcGcrambling keys being 
extracted in the particular reproduction mode; 

an embedding step for embedding the list of descrambling keys in at least one 
piece of predetermined information to generate at least one piece of storage information; and 

a scrambl e processing step for scrambling a predetermined unit of content out of 
20 the acquired content so that the predetermined unit of scrambled cont e nt is descrambled using a 
descrambling key different for each predet e rmined unit or each set of a plurality of 
predetermined units; and 

a broadcast step for broadcasting the generated storage information and the 
scrambled content. 
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